A : 156/2000
IN the matter between:-
DINERS CLUB Plaintiff
and
ANIL SINGH Eirst Defendant
VANITHRA SINGH Second Defendant

DEFENDANTS’ AFFIDAVIT

|, the undersigned, = ANIL SINGH do hereby make oath and state that:-
1.

I am the First Defendant herein and depose to this Affidavit on my own behalf and

on behalf of the Seconvd Defendant.
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2.
| have read the application in this matter.

3.
Both the Second Defendant and | oppose the relief claimed herein. We have
accordingly been advised that it is necessary fdr an Affidavit to be delivered in-
which the bases of our opposition is set forth. | accordingly depose to this

Affidavit.

4.
In the interests of brevity and also due to time constraints, | have been advised
that it would be acceptable if | do not traverse each and every allegation made ih
the Affidavit of MR. BOND and in the supporting Affidavit of MR. KENNEDY.
Suffice to say that my not doing so must not be construed as an admission by us
of the correctness bf each and every allegation therein contained. Where such
allegations are in conflict with the contents of this Affidavit (or the tenor hereof) or
in conflict with the allegations to be made in an Affidavit to be deposed to by DR.

ROSS JOHN ANDERSON of Cambridge, United Kingdom, we deny the same.

5.
| take issue with the suggestion contained in the application to the effect that the
Second Defendant and | are mala fide. As | understand it, such a suggestion is

based on the fact that a Rule 36 (6) Notice was served on 27 August 2002 and no |
|
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response has been received to the demand contained in the Plaintiff's Attomey’s

letter dated 6 September 2002 (Annexure “CB 1").

| respond as follows:

6.1.

SNGHANLV.AFF K1

The aliegation that we “threatened” to serve such a notice at the
postponement of the matter on 24 June 2002 is, on what | have been
advised by my Legal Representatives, incorrect. When the matter was
last heard by this Honourable Court, | am advised that in the Chambers
of His Lordship presiding, my Senior Counsel mentioned in passing, in

the presence of the Plaintiffs Counsel, that:-

6.1.1. an extremely hurried trip had been made by us to the
United Kingdom, to consult DR. ANDERSON and
thereafter, expert notices were prepared and delivered

under considerable time constraints;

6.1.2. an application for evidence to be heard on commission
had also to be prepared (which was adjudicated upon
by His Lordship presiding and an order thereon

obtaihed, by consent);



SNGHANLV AFF K1

6.1.3.

6.1.4.

6.1.5.

(Both the aforegoing aspects appeared from or could
have been concluded, in any event, from the
application for evidence on commission and the expert

notices delivered on our behalf.)

additional discussions would be taking place between
my Legal Representatives and DR. ANDERSON,
whereafter a notice in terms of Rule 36 (6) for
inspection of the computer systems relied upon by the
Plaintiff, a request for particulars for trial and a notice
for additional discovery would be served. This was not

in the form of a threat but was mentioned in passing,

the Plaintiffs Senior Counsel responded that the
Plaintiff would not accede to any request for inspection
of computer systems and at that point in time His
Lordship presiding intervened and brought the
discussion to an end indicating quite clearly that he

would deal with the merits of any such matters if and

when they were placed before him;

nothing further, in relation to such notices was then

mentioned. The aforegoing, particularly because it
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6.2.

6.3.

SNGHANLV AFF K1

occurred in the presence of His Lordship presiding,

could hardly be construed as a threat.

Subsequent to the matter being adjourned, certain without prejudice
discussions ensued between the respective Counsel, in consequence
of which we were requested to consider whether we would be prepared
to enter into negotiations for a settlement of the dispute. This required
consultations, careful consideration and additional input from
DR. ANDERSON, before we could make a decision. Our decision was
that we were not prepared to settle the matter and that we wished this

Honourable Court to decide the same.

By the time all the aforegoing had occurred (DR. ANDERSON was also
out of the United Kingdom until the first week of July 2002) some two
to three weeks had elapsed. Thereafter, my Legal Representatives
communicated with DR. ANDERSON on a few occasions and no doubt
due to pressure of work on the part of my Legal Representatives and
on the part of DR. ANDERSON, DR. ANDERSON was only able to
properly apply his mind to what information ought to be requested, what
additional documents ought to be discovered by the Plaintiff and what
equipment ought to be requested for inspection during August 2002. In
consequence, the natices and request for particulars referred to above,

were only ready and served on 27 August 2002.
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6.4.

6.5

6.6.

SNGHANLV AFF K1

I do not understand why it is suggested that because His Lordship
would be on leave from the beginning of October 2002 until the end of

the year (or perhaps the end of January 2003) the service of the

aforegoing on 27 August 2002 results in any mala fides on our part. It B

is quite clear, in my respectful submission, that approaches could have
been made to His Lordship upon his return from leave, to entertain this
matter at the beginning of February 2003. In any event, it was also
possible (as indeed has happened) that arrangements could be made

for His Lordship to hear this matter before His Lordship went on leave.

In any event, | was advised by my Legal Representatives (and if the
advice | have received is incorrect, | sincerely apologise therefor) that
having caused the Rule 36 (6) notice, the Rule 35 (3) notice and the
request for particulars for trial to be served, we were, in respect of
those notices and request, dominus litis, and a decision to take any of
these matters any further would rest with us. Instead, the Plaintiff has
sought to disregard this and has prepared an urgent application to be

heard by this Honourable Court.

In addition, insofar as the request for particulars for trial is concerned,
the Plaintiff is apparently adopting the attitude that it is not obliged to
respond to the same due to the fact that Uniform Rule 21 provides for

such a request to be served “before” trial and the request in the present
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6.7.

6.8.

6.9.

SNGHANLV AFF.K1

case has been served “during” the trial.

| annex hereto marked “VS 1", a notice in terms of Rule 30, dated 11
September 2002, received by our Attorneys from the Plaintiff's
Attorneys, the contents whereof | respectfully submit are self

explanatory.

In the aforesaid notice my Legal Representatives have been informed
that the Plaintiff intends, unless we withdraw such request for
particulars for trial, to move an application in terms of Rule 30, to set
such request for particulars aside as being an irregular step. The
Plaintiff will no doubt prepare and move such an application
immediately upon the expiry of the notice period in the aforesaid notice.
As this matter has been brought before this Honourabie Court, we now
take this opportunity of humbly requesting this Honourable Court to
grant an order in favour of the Second Defendant and | either
authorising/condoning the delivery of the said request for particulars for
trial, or alternatively, granting us permission to deliver such a request
for particulars for trial, in which event we will cause the request already

delivered to be withdrawn and an identical request to be served.

Our request is based on the fact that (as this Honourable Court is also

aware, having acceded to a request by us for an adjournment of the

-7 -
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6.10.

6.11.

SNGHANLV AFF.K1

matter in March 2002) we were not in the position of being able to
obtain the services/opinion of a suitable expert and consequently,

neither the Second Defendant nor | (nor our Legal Representatives for

that matter) were aware of the additional information/documents/access

to equipment, which would be necessary to properly and adequately

put forward our defence and refute the Plaintiff's contentions.

After the matter was adjourned, to enable us to obtain the services of
such an expert, we have indeed done so. Acting on his advice, we now
realise that we require additional information, which is encompassed
in the request for particulars for trial (a copy of which will be before this
Honourable Court in the Court file in this matter) and as the trial of the
matter is still more than five months away from being recommenced, we
submit that the Plaintiff will suffer no prejudice in responding to the
same. On the other hand, if we are not allowed to request pertinent

information, we will be severely prejudiced in this matter.

In requesting as aforesaid, we do not wish it to be thought by this
Honourable Court that we suggest it should consider the request for
particulars itself, on 26 September 2002 and direct the Plaintiff to
respond to any or all of the questions therein. It has been agreed
between the respective Senior Counsel that this Honourable Court will

not be requested to decide upon the same, at this stage. Should we
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6.12.

SNGHANLV AFF K1

receive permission to deliver such request and should the Plaintiff
decline to furnish the information sought or not furnish the same -
adequately, an appropriate application can then be considered and
launched (if necessary) to be heard by this Honourable Court in

February 2003, when His Lordship returns from leave.

Insofar as not adhering to the demand contained in the letter of the
Plaintiffs Attorneys dated 6 September 2002 is concerned, we

respectfully submit the following:

6.12.1. Uniform Rule 36 (7) affords to the Plaintiff an
opportunity of requesting us to specify the nature of
the examinations to which it is proposed that the items

be subjected.

6.12.2. Adequate opportunity must be afforded to the recipient

of such a request to furnish the information sought.

6.12.3. Just after the said letter was received by our Attorneys,
the Plaintiffs Senior Counsel communicated with our
Senior Counsel with a view to ascertaining whether we
would be agreeable to this matter being heard by this

Honourable Court before the end of September 2002,

%
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6.12.4.

which consent was supplied forthwith. Accordingly, the
Plaintiff had already, at that stage, made up its mind
that it was bringing such an application, unless we

withdrew the notice.

In any event, in the said letter the Plaintiff's Attorneys
record that the state or condition of the items listed in
the said notice are not relied upon by the Plaintiff.
They furthermore record that such property was not in
their Client's control and possession. Notwithstanding
this, they proceed to “demand” that the nature of the

examination be specified and record that if we did not

- adhere to that demand, this Honourable Court would

be asked at the hearing of the application to draw an
inference that we are mala fide. Furthermore, the
service of the Rule 36 (6) notice cannot, in my
respectful submission, be construed as being “in
terrorem” as all the Plaintiff had to do was to decline to
submit the items requested to the inspections,
whereafter, in terms of Rule 36 (7), a Judge in
Chambers would have had to decide the matter, if we

elected to proceed further with this matter.



6.13.

6.14.

SNGHANLV AFF.K1

6.12.5. As His Lordship presiding is already familiar with
various aspects of this case, we too would have
preferred that an adjudication on the Rule 36 (6) notice
be undertaken by him and had the Plaintiff allowed the
matter to proceed in terms of the Uniform Rules, we
would have suggested as much to it, if we decided to
proceed further. In any event, the Plaintiff could always
have requested that the matter be placed before His
Lordship presiding when it refused the inspections

sought.

Far be it from the Second Defendant and | being mala fide and acting
in terrorem, the tenor of the letter itself in my respectful submission

shows who is attempting to intimidate whom.

We do not accept the correctness of the Plaintiff's contentions, namely
that the items we seek to have inspected must be in the Plaintiff's
possession or under its control for us to request an examination of the
same. We also do not accept that the Plaintiff does not (or will not) rely
upon the said items in this case. This was demonstrated, in my

respectful subrhission, by the Plaintiffs Counsel putting the content of

the various expert notices of the Plaintiffs experts to our witness -

MR. GIBSON and asking him whether he took issue with any of the

- 11 -
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6.15.

6.16.
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same.

It is our further respectful submission that a reasonable opportunity
must be afforded to a litigant to furnish details requested by the other
side. The service of the letter on 6 September 2002 and the demand
contained therein, the aforesaid communication by the Plaintiffs
Senior Counsel with our Senior Counsel shortly thereafter (to obtain
consent for the matter to be heard before the end of September 2002),
the request to His Lordship for the matter to be enrolled on a suitable
date before the end of September 2002 and the actual bringing of the
application (the notice of motion is dated 14 September 2002 and it
was served on 16 September 2002) resulted in the Second Defendant
and | having, effectively, five working days to adhere to the demand,
and furnish the information sought (and even if we had the Plaintiff
would still have launched this application). It will also be noted that the
letter, served on 6 September 2002, demanded that we comply on the
next working day (9 September 2002). The Plaintiff was well aware that

we rely upon the expertise of expert witnesses in the United Kingdom.

The result of this application being enrolled for hearing is that we and
our expert DR. ANDERSON have been prejudiced with shortage of time
within which to properly deal with each and every allegation made in

the affidavits under reply.
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6.17. Notwithstanding this, in view of the fact that His Lordship presiding has
been inconvenienced and has had to obtain permission to heér this
matter in Pietermaritzburg (1 am advised that His Lordship is for the
month of September attending to criminal mattefs in Pietermaritzburg
and this is a Durban matter) we do not wish to cause any further
inconvenience and for that reason will endeavour to persuade this
Honourable Court to refuse the Plaintiff's application on 26 September
2002 and at the same time to grant us appropriate relief in respect of

the request for particulars for trial referred to above.

7.
In all the circumstances | respectfully submit that there is no basis whatsoever for
the Plaintiff to suggest that the Second Defendant and | are mala fide or that we

are acting in terrorem.

8.
We have, through our Legal Representatives, requested DR. ANDERSON to
respond (as best he can, given his considerable work schedule and the time
constraints placed upon us) to the allegations in the application and to set forth
in an affidavit, the nature of the examinations/inspections which it is proposed the
items will be subjected td. We have also requested him to deal with other salilent
aspects pertinent to the Rule 36 (6) notice, the Rule 35 (3) notice and the request

for particulars for trial. We humbly request this Honourable Court to accept a

W
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facsimile copy of the said affidavit which was deposed to in the United Kingdom,
given the urgency of this matter. The said affidavit was received by facsimile, at
the Chambers of our Senior Counsel, after close of business on Friday 20
September 2002 and came to his attention on the morning of Monday 23

September 2002.

9.
Insofar as the merits of the application and the necessity for the inspection of the
systems relied upon by the Plaintiff are concerned, | respectfully refer to the

content of DR. ANDERSON's affidavit and in addition | state:

9.1. Even if the Plaintiff is correct in stating, as it does in paragraph 3 of the
affidavit under reply, that the Plaintiff relies upon a certificate given
under the hand of MR. PROSPERO and that it does not rely upon the
state or condition of any systems, this cannot be correct in the context

of this matter.

9.2. This Honourable Court will recall that even prior to the hearing of this
matter, the Plaintiff sought and obtained an order for the hearing of the

evidence of its expert witnesses in the United Kingdom, on commission.

9.3. On 24 June 2002, by consent of the parties, this Honourable Court

agreed to His Lordship presiding acting as Commissioner and taking
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9.4.
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the evidence of the Plaintiff's expert witnesses in the United Kingdom,
after the evidence of DR. ANDERSON and his colleagues has been
given. His Lordship will then, as | understand it, come back to South
Africa and after hearing argument, rule on whether such evidence of
the Plaintiff is admissible, given that the Defendants contend that the

Plaintiff is not entitled to lead any evidence in rebuttal.

That being so, the Second Defendant and 1 will be seriously prejudiced
if expert testimony (which is subject to cross examination) is delivered
and recorded and later ruled admissible without our experts and Legal
Representatives being afforded a full and proper opportunity of testing
the claimed inviolability of the computer systems upon which the
Plaintiff relies and putting to the Plaintiff's expert witnesses (all of whom
will apparently testify as to the inviolability of systems) any
shortcomings which might be found to be present. In addition, the
testimony of the Defendants’ experts will have considerably more
impact and weight behind it if they are able to pin point shortcomings
in any of the systems upon which the Plaintiff must, of necessity, rely.
On the other hand, if the systems are indeed inviolate, that will, in
short, be the end of the case. DR. ANDERSON will no doubt testify as
to the shortcomings in the systems or the absence thereof. Rule 36 (8)
directs that a report of the examinatior;s/inspections must be delivered

and thus the Plaintiff will be well aware, prior to the recommenced

7.

%
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9.5.

9.6.

9.7.

SNGHANLV.AFF.K1

hearing, of the outcome of the examinations/inspections. Our witnesses
can also be cross-examined thereon. The costs of such
examinations/inspections must also be bome by us, in terms of Rule 36

(8) and the Plaintiff can suffer no prejudice in that regard.

To deprive us of the right of having the systems subjected to proper
examinations/inspections by persons who are clearly experts of the
highest calibre, would be to deny us a fair trial and would also not be

in the interests of justice.

| respectfully submit that the Plaintiff cannot be correct in suggesting
that where it has used various organisations and their computer
systems to process transactions which at the end of the day are
debited to my account, the Court must accept the word of the Plaintiff's
experts (almost all of whom are employed by the various organisations
involved in the entire transaction network) without the very systems

which they claim to be infallible being tested.

DR. ANDERSON deals, in further detail, with the relevance of the said
examinations and the additional information and documents which are
requested, in his affidavit, and this Honourable Court is humbly referred
thereto. | am not an ex;;ert in the field of computing. Neither is the

Second Defendant. We consequently cannot proffer any opinion on the
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correctness or otherwise of the opinions of the Plaintiff's witnesses, that
of DR. ANDERSON and his colleagues and the attempt by
MR. C. BOND to discredit our experts. | respectfully submit that these
are matters for adjudication by this Honourable Court and it is humbly
requested to take into account that nowhere in the afﬁdavi.ts supporting
this application do either of the deponents claim to be experts in the
field of computing and therefore capable of criticising the expert

testimony of DR. ANDERSON and his colleagues.

WHEREFORE the Second Defendant and | humbly pray that it may please this
Honourable Court to dismiss the application to strike out the Rule 36 (6) notice
with costs, such to include those consequent upon the employment of two
Counsel, to grant us appropriate relief in respect of the request for particulars for

trial delivered on 27 August 2002, or to grant such other relief as to it seems meet.

0/47/5 7 /L]L

DEPONENT //

| certify that the Deponent has acknowledged that he/she knows and
understands the contents of this Affidavit which was SIGNED and SWORN TO
at BEFORE ME this day of , 2002,
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the Regulations contained in Government Notices Numbers R1258 of 21 July
1972 and R1648 of 16 August 1977, as amended, having been complied with.

8D
COMMISSIONER OF OATHS 7332 -63- 2 3

FULL NAME: W\ g*’ “A]j-"\cf‘_( TS T T I ALL
SQUTH AFRICh Cris ok SERVICE
BUSINESS ADDRESS: Luale ot (e ok

CAPACITY: A
AREA: Yool

SNGHANLVAFF K1 - 18 - W)



J_KISSOON SINGH @05 @

2309 02 10:44 FAX 0313060778
y . . ) . ?

-~ - -

A

IN THE HIGH COURT OF SOUTH AFRICA
(DURBAN AND COAST LOCAL DIVISION)

Case No: 00/3156

In the matter between:

DINERS CLUB (SA) (PTY) LIMITED Plaintiff

and

SINGH, ANIL First Defendant
SINGH, VANITHA Second Defendant

NOTICE IN TERMS OF RULE 30

BE PLEASED TO TAKE NOTICE that Plaintiff intends applying to the above
Honourable Court for an Order setting aside the Defendant's request for
further particulars for the purposes of Trial dated 27" August 2602 on the
basis that such request was not made in accordance with the provisions of

Rule 21, the Trial having commenced on the 4™ March 2002.

FURTHER TAKE NOTICE that unless Defendants remove the cause of
}

complaint within ten days of the date of the delivery hereof application to set

aside same will be made in accordance with Rule 30.

=



TO"

THE REGISTRAR
THE HIGH COURT
DURBAN

AND TO:

J KISSOON SINGH INC
Defendant’s Attorneys

First Floor, International Plaza
128/132 Commercial Road
DURBAN

Ref: Ms Patel/sb/035944K01

(L

/
DATED AT J /J ON THIS THE/ / DAY OF SEPTEMBER 2002

(Sgd.) ASL. TURNER

BOWES & TURNER INC
Plaintiff’s Attorneys
c¢/o GOODRICKES

28" Floor, 320 West Street
DURBAN

Tel: (031) 301-6211

Ref: Mr J A Alian

Received a copy hereof this
day of September 2002

For: Defendant's Attorneys

pzma AR L E
RECEMN.™ :
) \2-2F . N
pate:..’ .. o . .

Signature QSL ------- '

--------
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IN THE HIGH CQURT OF SOUTH AFRIGA

' DURBAN AND COAST LOCAL DIVISION

CASE NO. 3156/2000

in the matter between:

DINERS CLUB (SA) (PTY) LTD Plaintiff

and

ANIL SINGH First Defendant

VANITHRA SINGH Second Defandant
AFFIDAVIT

I, ROSS JOHN ANDERSON, date of hirth 15/9/1956, resident in Bedfordshire,

England, do hereby rmake oath and state that:-

{
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1. lhave had very little time to prepare this affidavit (which | have done
basically on my own, with only a little assistance from the defendant’s
legal representatives, in consequence‘of time constraints and distance)
in response to the plaintiff's Notice of Motion for the hearing on the 26th
September. | received the notice in the afterncon of the 18th September,
and | have for some time been commitied to appearing at a workshop at
Schloss Dagstuhl, Germany, from 22-27 September, (This is public
information, available on the web at
http:/fiwww.dagstuhl.de/02391/Titles/.) The timing of the Notice has left
me only the 19th and 20th of September to respond to it; other

commitments constrain the available time still further.

2. Therefore, with respect, | am unable to reply to the affidavit of Craig
Bond in detall. | have been advised to limit my reply to the reason why
the defence needs further particulars, access to documents and access
to equipment in order to ensure a fair trial; the nature of the examination
of equipment and the tests to be parformed; and just enough material in
rebuttal of the plaintiff's claims tc show that it has eithar failed to
understand the defence expert notices, or is daliberately
misunderstanding them in order to create confusion. | sincersly
apologise for not being able to deal with this matter in as much detail as |

would have praferred.

SNGHANLE AFF K1
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3. The essance of this case is that the plaintiff claims its systems and the
systems of its associates are secure, and therefore the transactions
made on the first defendant’s account must have involved him using his
card and the PIN issued to him, or allowing someonae else to use them.
The defendants deny having made tha transactions or suffering them to
be made. As the main defence expert, | have filed a notice explaining
many of the ways in which ATM security systems, of the type relied on
by the plaintiff, have failed in the past, and a number of specitic
vulnerabilities of the hardware security modules (HSMs) on which tha

plaintiff places particular reliance.

4. If the honourable Court needs a specific example of how the security
systems failed in this case, one need only consider the fact that 199
transactions were made over a weekend, of which 194 succeeded. A
sacure ATM systemn would never permit this; only a few transactions
wouid be allowed per day and per card. As | explained in my expert
summary, this security failure appears to lie at the heart of the casae. In
order to understand what happened, the Court should know how this
vulnerability arose, who knew of it, when they learned of it, and when it
was fixed, After all, the case turns on security claims aboui a sysiem tnat
was manitestly insecure. In affect, the plaintiffs are saying that the

system was secure in all relevant respects except for one about which

SNGHANLE.AFF K1 - 3
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they will give no further information. Yet this hidden insecurity, if
revealed, is likely to narrow down substantially the suspects in the case -

quite likely excluding the defendants entirely.

5. Let me give one possible explanation of what happen'ed . The critical
vuinerability becomes known to a disgruntled member of staff at Diners
UK. He uses the Racal HSM to decrypt the PIN corresponding to the
defendant's account, or simply to print out a PIN mailer. He makes up a
card with the account details, and performs the fraud over the following
weekend. He chooses an account that has been temporarily stopped in
the hope that the loss will fall on Diners rather than on an innocent
customer - who in the UK at least would have been likely to complain
loudly and bring the matter forcefully to the attention of the police, quite
possibly soon enough for the culprits to be identified from CCTV footaye

or from the testimony of witnesses who made subsequent transactions.

6. Here is a second possible explanation. A member of staff at SBSA has
access 0 a machine through which transactions pass en route from
Diners UK to the machine in South Africa that authorises thern.
Operating in collusion with a colleague who has travelled to the UK, she
intercepts and manually authorises all incoming transactions directed at
the plaintiff's account. Agéin, she chooses an account that has besn

temporarily stopped in the hope that the loss should fali on the plaintiff.

¥/
{:)i".,.v /ﬁ ﬂ ,*)
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Such an attack was to my certain knowledge used against a South
African bank in 1985, when technicians reprogrammed a
communications processor 5o that it approved all the transactions sent in
from a certain machine over a weekend, | am prevented by an Qbligation
of confidentiality from giving further details, as | learned of this case
while consulting for a South African bank in the late 1980s. in that case,
the criminals manipulated authorisation responses, so it was not even
necessary for the conspirators to find out the PIN on the target customer
account; a transaction refused on the grounds of “wrong PIN' would be
turned into an approved transaction just as surely as a transaction
refused on the grounds of "insufficient funds' or "daily transaction fimit
exceeded'. The thieves simply used stolen cards to empty the ATM. 1 in
fact a PIN was required in the present case - of which | am nat
convinced - and SBSA insiders were the culprits, then it might have hoan

obtained by abusing SBSA's cryptographic facilitios

These are onfy two out of a vary large number of possibig attacks o tha
plaintiff's ATM systems that couid haQe involved corrupt insiders, —
technically skilled outsiders, or hoth. The papers cited in section 4 of my
expert notice give many more examples, At present, though, we do not
know enough about the systems used by the various institutions that
participated in these transactions to narrow the fisld down to a small

nurnber of highly likely candidates,

F.
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8. 1 would like to briefly mention the case R v Munden, in which | acted as
an expert and to which Craig Bond is presumably referring when he
states that | have used aggressive discovery before in ATM cases. John
Munden was a Cambridgeshire police constable who complained about
six phantom withdrawals from his account at the Halifax Building Society
in September 1992. He was told that as the bank's systems were secure
he must have made the transactions himself or caused them to be
made. When he persisted in complaining, the Halifax had him arrested
for attempting to defraud them. He was convicted at Mildenhall
Magistrates' Court on 12th February 1994. Britain at that time was
sutfering a wave of phantom withdrawals (as it is again now), As in the
present case, | was brought in as an expert haifway through the trial, and
because of the Magistrates’ Court rules | was not able to get any hard
information on the systems used by the Halifax. All | could do was to
help in the cross-examination ot their expert, and respond by refating the
long history of ATM frauds and the many ways in which they had been
carried aut. However to each of the possible attacks that | described, the
expert for the Halifax flatly denied in rebuttal that that specific attack
sould have worked against their ATMSs. The defence had thus been sen
an impossible burden - to guess at the vulnerabilities in a sysiem to
which we had no access. and where even a suceasstul gusss could he

denied by tha other side with no prospect of independent verification.
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This led to Munden's conviction, which became a cause celebre after he

complained of a miscarriage of justice and obtained substantial publicity.

9. For the appeal, the complainant had a lengthy expert notice prepared by
their auditors claiming that their ATM systems were secure, The defance
therefore applied for, and got, an order compeliing the camplainant to
grant to me, as the defence expert, the same access to their systems
and documentation for the purposes of Inspection that had been granted
to the prosecution experts. The Halifax refused to comply and the court
accordingly barred the prosecution from bringing any expert evidence at
all. The appeal was upheld on the 8th July 1998, at Bury Crown Court.
By that time, several criminals had been convicted of ATM fraud and
there were further convictions during the mid-1990s, leading UK banks to
abandon their policy of blanket denial that ATM fraud was even possgibla.
The consensus of professional opinion was that the Halifax hact erred

disastrously by having action taken against its custamer.

10. The parallels with the present case should be clear. It hag already been
suggested during Gibson's cross-examination (eg. transcript, p 280) that
the deferice cannot win its case by a number of generalities about the
efficacy of systems, whether they can be hacked into and so on Ny
own expertise of ATM security and its failures is very much broader and

deeper than ivir Gibson's, and | am the author of the man articies on g

SMGHANLG AFF K1
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subject in the refereed scientitic literature, However, should this be
insufficient for the Courl, then the matter might proceed as follows. | will
testify that the plaintiff's broad claims of system security are
insupportable. | will testify that the IBM 4758, which is similar to the 4753
and (nowJ also) 4755 relied on by the plaintiff, is insecure and that we
have demonstrated an attack. The plaintiff may then baldly claim that
‘the 4753 is different’ and even if this claim is likely to be immateriat or
misguided, we will have no effective way to rebut it. (C Bond already has
s0 claimed, and appears to have misunderstood the issue; | will return to
this below.) | will also testify that the VISA security module, the precursor
to the Racal RG7000, is vulnerable ih many ways; the plaintiff's expert
may simply aver that the Racal device is not vulnerable. The same
scenario might be repeated over and over. The end result might ba as in
the Munden case: an impossibly high burden for the defence, praeventing
the defendants from getting a fair trial. The last similarity with Munden N
which | will remark here is that | am informed that the current case is rot

an isolated matter,

I would therefore respectfully subrmit that the honourable Court should
consider what will constitute the appropriate burden for the defence in
this case, and make orders in the light of that, thereby affording the
defence a proper opportunity of placing all pertinent information before

this Honourable Court, which is in the interests of justice and which wit!

[ [

J
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not be possible without proper disclosure by the Plaintiff and the access

sought.

I will now pass to the examinations and tests that we wish to perform.
Because of the distinct possibility that the fraud was carried out by
someone working for Diners UK, we wish to demonstrate to the
satisfaction of the Court that such an employee could have abused the
Racal RG7000 or 7100 devices (RG) available in the UK to decrypt tﬁe
PINs maintained there for Diners SA customers. If the court is satisfied
with the evidence in the public domain (e.g., 4.5 and 4.6}, then we need
go no further, However if the defendant proposes to challenge this and
say that "the RG is not vulnerable' then we would much prafar to prove
that it is indeed vulnarable and we are confident that we will be able to

do that.

To prove the vulnerability of the RG HSM, we propose to first analyse its
transaction set using the manuals sought under the rule 38(3) notice and
determine which of the attacks known to us should work againstit. We
then propose to verify that at least one of these attacks works in practice,
To do that, we will connect a personal computer to the davira, NaAsSs A
number of transactions to it, and analyse the results. This witi simulate

the kind of attack in which a bank insider programs one of the computers

s R

ER
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to interrogate the HSM and analyse the results, | stress that we do not

propose to tampet physically with the device; accordingly the risk of

protective self-destruction will be no higher than in normal operations. In

the case of an RG device situated at Diners UK in Farnborough, Mike
Bond and | would travel to Farnborough to conduct the tests under the

eye of the Diners staff there.

14. iIn the case of the IBM 4753 or 4755, we prapose 1o send a set of tast
transactions which we used to prove the vulnerability of the later 4758 to
South Africa. The test will be conducted by Mr Gibson, under my
supervision, at the premises of Standard Bank. Again, we do not
propose that Mr Gibson tamper physically with the device, and the tests
can be conducted under the supervision of Standard Bank personnel, so
there is no increase in the risk of protective seli-destruction of the

equipment.

18, in the case of the other equipment to which accass is sought and which
has not already been destroyed by the plaintifl or its asgooialos, 4 similar
procedure will be followed. We will analyse the documentation requasiad
under the rule 35(3) notice, plan a series of attacks. write software 58]
carry them out. and record the results for use in evidenoe 1n e evant
that the equipment is in the UK, the tests will be perfarmed by mysalf

and by Mike Bond or by Richard Clayton acting under my supeivision {as

SMGWANLE ARE K1 z
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well as the supervision of the equipment's owner where relevant). In the
event that the equipment is in South Africa, the tests will be designed by
myself, Bond and Clayten and carried out by Gibson under my

supervision as well as under local supervision by the equipment owner,

16. The plaintiff has argued at several places in Craig Bond's affidavit that

insofar as the examinations pertain to vulnerabilities of a generic type of
equipment, rather than of the specific instances of this gquipment on
whose security the plaintiff relies, the defence should simply purchase
sarmples on the open market and test them at our leisure. This is not
possible, as many of the items (including the RG devices) are only sold
to banks and other companias involved in transaction processing. Qur
attacks on the IBM 4758, for example, were designed in the abstract, on
the basis of publicly available information, then tested surreptitiously
using a device in the possession of one of IBM’s competitors. Only once
we had published the results was IBM prepared to let us have a real
device to experiment with. In the case of the Racal devices, not even the
manuals are available o us, despite a number of contacts with themn
Without the assistance of the Counr, it appears unlikely that we will be
able to gat either a manual for the RG series devices, or access o a

device to confirm the attacks that we find.
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There is also an issue of cost. Many of the systems al issue are so

gxpensive that it would be completely impractical for the defendants to
purchase examples for experimentation. A mainframe computer

instanétion, for example, will typically cost millions of pounds. Many ars
proprietary, and cannot be purchased short of purchasing the company

that owns them.

The plaintitf also argues that the state or condition of individual
computers is irrelevant to our case. That is not so. The security of maity
of the devices in question may be severely affected by their
configuration, maintenance, modification status and physical location.
(This is not an exhaustive list.) The generic attacks that we have
discovered on many cryptographic processors represent merely the

worst case for the defence.

. Craig Bond claims for the plaintiff in section 25 of his affidavit th‘at

neither Standard Bank nor Diners International has any spare
cryptographic processors that can be tested using default keys or test
keys. This claim is simply astonishing. Every bank for which i have ever
consulted has spare processing facilities in case the main production
facilities are rendered inoperative by a disaster such as fire or flood.
Spare capacity is also required for developing and testing new systems,

and so that systems can be taken down for routine maintenance. The

GG ANLD 4FF R - 12 -
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most usual configuration is that a bank will have a main production site,

plus a second site with similar equipment that is normally used for
development and testing but which can in emergency be used to run
production systems. The need for backup has been emphasised by the
Bank for International Settlements for over twenty years, and has been
industry standard practice since even earlier. If indeed Standard Bank
has only one cryptographic processor, then presumabiy during annual
maintenance (to repiace the battery) there is a period of perhaps half an
hour during which no ATM transactions can be processed: and if the
processor were to break, the bank would be unable to accept ATM
transactions for parhaps se;veral weeks whils a replacement device was
ordered and imported. Furthermare, during the development and testing
of néw applications, the bank's programmers would have to use
cryptographic equipment containing live kays. if Standard Bahk has
indeed been operating in this way, then their giving prograrmmers and
testers access to live keys providss yet another possible explanation of
the frauds at the heart of this case. Even if the programmers and testers
are not in fact the culprits, letting them use live cryptosystems for

development and testing falls way short of industry standard practice,

20.The plaintiff argues that access to its systems woulid evpose customer

confidentiai data. Yet banks expose cusiomer daia o off surls of Hwrd

partias - auditors, insurance inspecicrs, security consuilanis, aguipragsd

SHGHAMLE ARF 11 P B

e



S | TS TR T WU I oot nal I = e Tt e ML AR ol Bt e T Wl S W T s TRy - Pooed L‘!.?_‘.Ef

”
' 78,

14
vendors and maintenance contractors. (This list is not exhaustive,)

Confidentiality is agsured by laws or agreements. | cannot speak o
South African law, but in the UK, it would be an offence under the Data
Protection Act for me to reveal any confidential customer data learned as
a result of expert witness work. | respectfully submitthat it must be
unusual for an expert witness to be challenged on the grounds of
possible future criminal behaviour, where there is no basis set forth for

such a challenge.

21.The plaintiff also argues that the design of security systems should be
kept secret in the interests of securit};. This is an old argument and is
thoroughly discredited, One of the basic principles of the engineerng of
cryptographic systems is the assumption that the design is already
known to the opponent; thus the security of the system depends not on
its obscurity, but on the choice and the subsequent protection of the
cryptographic keys with which it is customised. This principie was firsi
formally enunciated by Kerckhoffs in "La Cryptographie Militairs' in 1883,
and its wisdom has been reinforced by long exparience since. In the |
banking world it is particularly imprudent to hope that designs will remain
secrat. There are some 20,000 banks issuing ATM cards, most of them
using similar systems, Some of the banks are controliad by ¢riminais
and in any case there are perhaps a mmion people waorldwide with

access to equipment such as that which forms the subject of this

BHRGHANLE AFF K . 14
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hearing. Denying security researchers access to product information (as

Racal does) does not assist security; it is surely a measure aimed at
limiting legal liability. Granting access to security researchers (as IBM
does; the 4758 manuals are available on their website) is better for
security. We found an attack; we reported it to I1BM: and they fixed the
problem by means of a software release. IBM gnt a more secure
product, and we got the reputational benefit of several scientific papers

describing our attacks and various defences against them,

22. The appropriate protection of commercial confidentiality irs such a
circumstance is that a researcher discovering a security flaw should hald
off bub!ication for a period of time so that the vendor can devise a fix and
ship it to its customers. For example, we have an agreement with IBM
under which we giva them three months' notice in advance of pDublishing
any information on vulnerabilities that we find, arc we have no nbjection
to entering into a similar agreament with other equipment vendors to
whose equipment we have access. Such an agreement is not really
necessary, since for reasons of professional ethics we would give tis
vendor a grace period anyway, However, for the avoidance of doub® |
have no objection to the Court imposing a suitails confidentality
condition (by which | mean one that would not burden our unreiatad

resaarch work),

SMNGRANLG AFF M1 - 15
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23. 1 would point out further that | have consulted for Nedperm and for First

National Bank, and that Gibson spent 13 years in the South African
banking industry. it would be quite unreasonable, i respectfully suggest,
for the Court to rule that we are unfit persons to have access to banking

systems, when the interests of justice demand it.

24. | would further point out that Mr Lane brandished lhe manual of a
security module in the Court during his cross-examination of Mr Gibson
(transcript, p 287-8). Yet on being served a rule 35(3) notice for access
to this manual and those for the other machines orn whose security ths
plaintiff's case depends, Riccardo Jefferies says under oath that "The
plaintiff is not in possession of any of these documents' and a1 3.1 has
no knowledge in relation thereto'. Yet the plaintiff's expent notices weare
prepared with evident knowledge of this material, Jefferies goes on 1n
say that the plaintiff has no conirol over Standard Bank of South Africa
Limited, yet Mr. Lane informed this Honourable Court that the Standars
Bank holds the franchise for Diners Club and acts as its agent in
generating all the PINs for Diners Club (transcript p 17). The plaintiff
also relies on its contract with Diners International (C Bond section 12)
but simuitaneously claims that its contract with Dinars International is too

confidential to disclose (Jefteries 4.4).

BHGHANLS AFF R . 1A
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25. It seamns that the plaintift has no difficuity obtaining information from

Standard Bank, or for that matter from any of the overseas instituticis
involved in the transactions under dispute, when that information is
helptul to its case. Yet when information is requested that is likely to he
destructive of its case, the plaintiff hides behind technicalities. It is ey
own experience that banks cooperate fully when it comes to investigating
fraud, and that a sincere request from one bank to another for access to
information will aimost always be honoured. [ therefore suggest that Mr
Jetieries’ statement that the plaintiff has no "ability to compel such
companies to make their documentation available ta defendants’ is frldtes
sophistry. If the Court were to grant a suitable order compelling the
Plaintiff to furnish access to information, documents and aquipment i
obviously relies upon, then | have no doubt at all that the plaintiff coand
and would obtain access to the required information. documents and

equipment without significant delay.

26. Having dealt with the need for furthe‘r particulars, for documentation aid
for access o equipment, and with the specific objections raised by tha
plaintiff to access, | will now deal briefly with the criticisms raised by the
olaintiff of my axpert notice. Givan the time pressurs, this rephs is

inevitably somewhat perfunctory, and | apologise for this,
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27. | note that C. Bond (who appears to attempt to try and discredit my

opinions) does not claim to have any expentise in computing or any
knowledge of systems analysis, security engineering, computer
equipment or software. This may explain why there are many places in
which my expert notice is misinterpreted, Forv example, in paragraph 22
page 14 | point out Bonfrar's inaccurate description of CVV encryption, in
order to undermine his claim to expertise in cryptography on which the
plaihtiff relies. This is misrepresented by C Bond at section 16 1 page 11
as a claim that | am not “criticising the relevance' of the IBM 2620. As a
matter of fact, my notice states in paragraph 22 that | will take exception
to Bonfrer's notice on numerous points, only two of which are given for
brevity, The security of the 2620 and the key material it protects is
germane to the case, as the inappropriate disclosure of such key

material will facilitate the forgery of credit cards.

28. in ssctions 18 and 28, C Bond claims that the 4758 is (ol & sucCcessOr

to the 4753 but to the 4755, Again, this shows a misunderstanding
perhaps deliberate - of the attacks disclosed in our published napeara,
and of the open literature, specifically IBM Systems Joumal v 30 ne 2
(1991). which describes the IBM product range of that era. ‘The‘attafst-is
that we developed utilise flaws in the CCA software that runs o top of a

platform, which was avaiiabie in the early 1990s as the 4753 or 4755 or

- 18 -
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the ICRF, depending on the packaging and on the transaction

throughput supported. The 4758 is the modern, higher-performance
platform on which the modern version of the CCA software runs, It is
certif.ied to FIPS 140-1 level 4, so there is no reason why it should be
encased in a further tamper-resistant enclosure. Assuming that one of
our attacks still works on the earlier versions of CCA - and | can see no
reason why it would not, as we exploited application-leve! design
features and backwards-compatibility features in different attacks - then
there is no reason why physical penetration of the 4753 would be

required. That was never the relevant vulnerability.

- In section 23, C Bond argues that intermediaries such as Link, TNS and

Diners UK could not possibly have been responsible for the fraud, and
therefare our request for information concerning them is in bad faith. |
axplained above how an insider at Diners UK could have easily caused
the fraud had he been able to abuse the Racal HSM to decrypt the
defendant's PIN. An insider at Diners UK could aiso have used a
misconfiguration of an upstream system to perpetrate the fraud. For
example, the integrity and authenticity of transaction messages flowing
between intermediaries is in theory assured by computing Message
Authentication Codes (MACs) on them. However, in praciice, this
precaution is often dropped for performance reasons. If TS did not

verify MACs on aif the authorisation response messages coming from
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Diners UK, then a programmer at Diners UK couid have subverted the
network so that all authorisation request messages relating to the
detendant's account were met with a positive authorisatior responsa,
regardiess of whether the PIN was correct or not, As | remarked above,

such a fraud actually occurred in South Africa in the 1980s.

30. In section 28, C Bond claims that | do not explain the basis for my belief
that the two most likely causes of the frauds were one or mors insiders
at Diners, and one or more insiders at Standard. This is simnply untrue,
The reasons for my preliminary opinion are developsd throughout my

expert summary, and set out concisely in sections 44-52.

31. In section 28.6, C Bond claims that the PiNs are not stored in the United
Kingdom at all. This is in clear conflict with the expert notice of Bonfrer
(especially sactions 74 ot seq.), according to which Dinere UK stores
encrypted PINs under local master key variants and uses them o
authenticate Incoming transactions. The Racai devices perform ne
necessary decryption. If they are similar to the ather sacurity madiles of
which | have experience, it will also be possible to usa them 1o print out
FIN mailers. Thus even if thers is no technical aftack ai all on the Racg!
device, in the sense that it functions exactly as its designers intended, it

is quite possible that an insider can abuse an authorised fungtion - PN
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printing - in order to access the PIN of a South African customer at

Diners in Farnborough.

32. On the basis of the above, | respectfully submit that the defence be
granted funther particulars as sought of the systems on whose security
the case turns, together with the documents and access to equipment as
requested. | further respectfully submit that any bad faith in this matter
fies on the side of the plaintiff, in view of the lengths to which they have
gone to deny the defence access to the information needed for a fair

irial,

DEPONENT

| certify that the Deponent has acknowledged that he knows and understands

- the contents of this Affidavit, which was signed and sworn to before me this
Iy {;ZS | 2otk ﬁfeudmf
Eal-Cal &) +&ipr day of Jube, the regulations pertaining to the commissioning of such

Aftidavits having been complied with.
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IN THE HIGH COURT OF SOUTH AFRICA
(DURBAN AND COAST LOCAL DIVISION)

C‘#&se No: 00/3156

In the matter between:

DINERS CLUB (SA) (PTY) LI_MITED Plai%tiff

and

SINGH, ANIL : Firs& Defendant
SINGH, VANITHA | Seczﬂnd Defendant

— ]

PLAINTIFF'S REPLYING AFF:DAVIl

I, the undersigned, ' !

CRAIG BOND

do hereby make oath and say: . |

1 1 am a director of the Plairitiff and the facts herein qontained are within

my personal knowledge save where otherwise stated : appears.

"
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fully hereinafter set out.
3 AD PARAGRAPHS 3 AND 4

I note the averments herein;i

4.1.

4.2.

17" June 2002 by Dr Anderson in support of

FR® HO I3
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Be that as it may, what is significant and remfins unexplained, is

why the Defendants \é‘vaited until the 27 Augu 2002 to serve the
Notice. Indeed, in pajragraph 8.4 of the afﬁdav; deposed to on the
' the application for
leave to take his ejvidence on commission, e stated: 1 have
advised the legal representatives of the Defendints as to additional
information, documéntation and access (o fuipment which is
necessary for me tofbe able to properly pre‘

and to demonstrate to this Honourable Court 1 e vuinerabilitiaes in

2% SEP.1382 1242 FPH P =
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4.4.

4.5.
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| be requested for

i

the Plaintiff and what equipment ought to
inspection during Auéyust 2002.” That adviceéhad already becen

given prior to the 17% %June 2002.

i
i

This application could certa‘inly not have begen moved during

February 2003 without the consequence that te commission and

the continued hearing 'would be placed in jeoparfy.
l :

Defendants a Rule 30 Notice has been served

request for particulars. The Plaintiff has not dought to have the

Rule 30 determined in those proceedings as it? , 1 am advised, a

point of law which could be determined by anyl Judge. Either the
rules allow the servicé of a request for particuars for trial during

the course of the tria! or they do not. T h: only issue which

12942 PN P &
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4.6.

FAX HD 3372518 259 SEFRP.1982

concerned the Plaintiff was the ﬁule 36(6} Notice and the
application was brougiht to have same determifjed as a matter of
urgency before the Honourable Mr Justice Levinsohn. The mere
fact that the Defenda?nts are dominus fitus in rving the notices
does not deprive, 1 a&im advised, the Plaintiff oir its entitlement to

relief and to take such steps as would ensur"l; that the trial be
1' |

|
i

expeditiously brought to a conclusion.

It is quite inappropriate for the Defendants § have raised the

question of the negotlations which ensued betwken the parties. It

is accordingly necessary for me to set the bckground to such
negotiations, An inveétigator from The Standard§Bank of SA Limited
had, per chance, regeived evidence from an Informer as to the

manner in which fraud was perpetrated arf relation to ATM

transactions conducted overseas. An interview:

ith her had been

recorded on a video fcape which was shown tof, the Plaintiff's legal

representatives. The Defendants’ counsel were invited to view the

video tape which was shown to them by the ifivestigator in order

I
i

that they be propeﬁly informed so as to gife the Defendants

appropriate advice, ,:The suggestion to the Ofendants was not
whether they “would be prepared to enter inti negotiations for a
settlement of the dispute” but rather given the ihformation at hand,

they cught to settie the matter. The Plaintiff Isi ot In possession of

12245 Pt F
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5 AD PARAGRAPHS 6.6 to 6.11f

5.1.

5.2.

5.3.

FR¥ WO 3372516 25 SEFP.1382

the tape and is not able to identify the inforfant. Since then
further information has come to hand and fhe Scorpions are

investigating same.

commenced. The request for particulars must
than twenty days befote trial.
The trial in this mattef commenced on the 4% March 2002 and the

request for particularg was served on the 27%§ August 2002. 1t

clearly constitutes notice in terms of Rule 21 ang for that reason, I
am advised, a noticd in terms of Rule 30 vbs served on the

Defendants’ attorneys.% L

I do not understand dn what basis, having serfied the request for

particulars for the purposes of trial out of time, e Defendants can

now seek an order authorising or condoning ¢

i

e delivery of the

request or granting permission to deliver suc: a request. The

Rules simply, I am advised, do not contemplat, the requesting of

particulars during the ;course of a trial. The p pose of a request

§

12258 FN F 2
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for particulars is to prepare for the trial and npt during the trial.

1

What in fact the Deﬁendants are seeking is f@r this Honourable
Court to establish a hew rule altogether which I am advised is
inappropriate.

5.4, The Defendants have {been aware since the con#nencement of this

.

litigation that, if they were to challenge the fact that the First

Defendant’'s PAN and;PIN were utilised for the‘ikransactions in the
United Kingdom on thé 4™ and 5% March 2000,§they would require
the services of an exp‘fert. They waited until ver@ late in the day to
employ the services of Gibson and only afterf Gibson had given
evidence did they tﬁen start looking for anoler expert. They
should have done thiés earlier and would have; I have no doubt,
come across Dr Andefson. It is accordingly nofexcuse to say that

they are only now receiving expert advice.

5.5. As one would anticipate the request for the pufposes of trial does

in the cross-examination of her by Defendant§ senior counsel as

emerges, for example, from pages 59 to 62 of the Record. This
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5.7.

5.8.
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Bin nothing new in
fendants’ case that
the number of transa:k:tions per sé demonstrat a vulnerability in
the system. Quite cléarly they did not need Dr}nderson to advise
them thereon as is e\}idenced by the testimonyfbf Gibson who also

i

made reference thereto.

Paragraphs 18 to 24 iof the request again do r#)t arise out of any
technical input by any of the experts. Thesegﬂare factual issues

which frankly could have been requestfdd prior to the

commencement of the trial and have nothing td do with the state
or operation of the camputer systems and whe er these computer

systems are vuinerable.

It is inadequate for tlﬁe Defendants simply to s that they require
the information withoiut explaining precisely wh; the information is
required, establishing an entitlement theref and giving an
adequate reason for not having asked the qfﬁ stions when they

ought to have, namely prior to the commencemgnt of the trial.
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6 AD PARAGRAPHS 6.12 and 6.15

6.1.

6.2.

FAX HO I372516 25 SEF.1982 12252 FM P 11

The Defendants must have been well aware of t:e reason for short

had already been advised by Dr Anderson, atf

June 2002, that he?required the identified

particular whether the fears that the compqterj
compromised or could be destroyed in the pross were in fact a
reality. All of this had to be done In sufficient t e in order to put
an application before tihis Lordship Mr Justice Legisohn prior to him

taking his sabbatical.

It is not correct that, ﬁad the Defendants withd#wn the notice, as

was demanded in thatfletter, an application woulll be brought. The

k

request for information regarding the examinatfon was incidental

and only significant irisofar as the Plaintiff didi,not withdraw the

90
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6.4.
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notice. It was only after the time period presgribed in that letter

had elapsed that the Plaintiff brought the applicai

I am advised that it is:incumbent upon a party ving such a notice

to advise of the nature of the examination and that the proposition

12:52 FM P 12

97

that “all the Plaintiff had to do was to decline L’F submit the items

requested to the mspectlons” is not correct.

According to the appli¢ation brought by the Def1 dants for leave to
take evidence on commission consultations v;:ﬁere held w#th Dr
Anderson on the 2™ and 3 June 2002. He whs able as a result
thereof to advise the légal representatives as to fvhat equipment he
wanted to examine jand stated categoricallyf in paragraph 8.3

thereof that he anticipates “that Bond and C!‘Won can effect a

rapid and concrete démonstration to this Honot rable Court of the

insecurity of the I8M 4753 and RACAL RG 700d hardware security
modules.”. However, he aclded', that “the equi: ent they will use
to do this, and which 15 available at the comput; ‘r laboratory, could
not be exported fromfthe United Kingdom withq.lt a license that is
unlikely to be grante&! quickly, or indeed at allfon terms that the

University will find accéptable. “
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7 AD PARAGRAPH 6.13 i
1 simply do not understand the Defendants’ submission

8 AD PARAGRAPH 6.14

8.1.

8.2.

FR¥Y MO I372518 25 SEF,1982 12:52 PM

the date of service off the notice, five working ays to provide the

information is hardly unreascnable.

|

i
I reiterate what has been said in the founding at’hdavit.
I fail to see the relevance of the Plaintiff's couiysel having put the
content of the various expert summaries of the élaintiff's experts to
Gibson. I am advised that it is proper to have ddhe o) regardless of

whether that evidence is lead in rebuttal.

F

10 qg

13
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9 AD PARAGRAPHS 6.16 AND 6.17
f!

I shall deal with the affidavit filed by Dr Anderson sepathtely.

10 AD PARAGRAPH 7

[ reiterate what is stated in the founding affidavit. ;

11 AD PARAGRAPH 8

The Plaintiff will not abject to the filing and use of ,«a facsimile of the
{
affidavit. b

12 AD PARAGRAPH 9

12.1. Whilst it is correct that the Plaintiff sought and g;obtained an order
!

for the hearing of evidence on commission it dog not, of necessity,

been taken on

mean that such evidence would in fact ha
commission if rebuttai evidence was not necess‘?ary. Furthermore,
even if the Defendanté adduce evidence of their%:xperts it still does
not compe! the Plaintif‘f to lead any evidenceiéof its experts on

commission or at all.

W
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12,2, The simple propositioh is that the Defendants Bre not entitled to

rely upon being able to cross-examine these winesses as it bears
an evidential onus to relieve it of the consequgnces of the prima

facie evidence against them.

i

12.3. I am advised that the Defendants have misinterireted the rule and

that appropriate argurnent will be addressed in t: is regard.

AD THE AFFIDAVIT OF DR ANDERSON

13 AD PARAGRAPH 4

13.1. I assume that Dr Anderson has read the record &fevidence and the
cross-examination of Du Preez where it was explained that there
was no limit in relation to a Diners Club Card;]bn the number of
transactions in any given day per card. The .%lbnly limit was the
amount which could be withdrawn in relation tq each transaction.

This is a feature of the Diners Club system and it{is inappropriate to

compare that system with the operation of angt other accredited
card which might have a limit on the number ojﬁ daily withdrawals

or the total amount which could be withdrawn infany givén day.
@

3
|
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13.2.

14 AD PARAGRAPH 5 | |

FRA¥ HO ZI3I72518

It would seem that Dr Anderson is confusing th

he does not point to a single piece of equipl

system which has to be examined in this regard. |

\
3

!'

25 SEF.1962

12:55 FPM P 16

13 Iol

facts of the case

14.1. Again Dr Anderson has not acquainted himﬁé!f with the facts

14.2.

14.3.

“Diners UK” (whatever he means by this, the;position had been

explained in the founding affidavit) is unable fo access the PIN

which is not stored in the United Kingdom bu

cannot print out a PIN mailer. In order to do s

in Germany and

the person would

have to have the PINé Master Key (PMK). Dr knderson assumes

that the PMK is transported outside of The Standhird Bank of SA Ltd

and it is not.

“Diners UK" cannot access the PAN and cannotldo it by reference

!
: !
to the name of one of Plaintiff's customers.

Nobody in the United Kingdom would have knbwn that the First

Defendant’s domestic ATM operations had been sé

i
]

uspended.

with whether the system is secure and it is lntetsting to note that

ent or computer
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14.4.

14.5.

14.6.

15 AD PARAGRAPH 6

FR¥ MO I372%16 25 SEF,1270Z

14

Dr Anderson clearly h?;ﬁs not read the record cargfully as it was put
to the First Defendarit in cross-examination thyt the Diners Club
card could be used overseas and that the block it on his card only
affected domestic ATM transactions and not t&bnsactions abroad

(Record p184). His example is accordingly Inappq'bslte.

iy
4

Furthermore, the First Defendant's card woulj only have been
suspended for ATM transactions 30 days afte; his statement of
account dated 1% February 2000 (as per B7 td the Particulars of
Claim: p26) should have been paid. On the fad,#s of this matter it

would only have been on the 2°! March 2000, 35

What is significant is that Dr Anderson is not hble to point to a

single attack on the RACALS or IBM 4753!’4755 which was

successful whilst the computers were in operatioh. RACAL and IBM

know of no successful attacks. For such an attdek to have worked
the person would have to have had the HSM in gn authorised state

which would mean breaking the Local Master y (LMK) which is

randomly created in TDES. Gibson has conce d that this never

happened.

12:55% FM F 17

[0Z
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15.1.

15.2,

15.3.
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Yet again it would seém that Dr Anderson hasfnot carefully read
the expert summaries filed on behalf of t‘ e Plaintiff. The
transactions do not pass through the compuler system of The
Standard Bank of SA Ltd en route from “Diners l‘JK ” to South Africa
and there is no authorisation done in South Aﬁ,rica for such ATM

transactions.

I cannot comment on the general statements h# makes in relation
to an incident in the late 1980's but would suggeﬁst that, even on Dr

Anderson’s showing, the whole process of Pllﬂ management has

changed substantially since then in relation tofboth the hardware
and the software. A simple statement that thie\bges use stolen cards
is of really no interest in this matter as the Fm%t Defendant’s card

was not stolen. i

It is interesting to note that Dr Anderson for

e first time in this

affidavit challenges whether a PIN was requ'; ed in the present

case. Gibson, on the other hand, has con%;eded that it was.

§
Furthermore Iin Dr Anderson’s expert Sumrtary he does not

challenge any of the Plaintiff's experts In this r‘gard. If, however,
!

he does actually believe that a PIN is not r‘ﬁecessary then one

wonders why he wishes to examine any oi the cryptographic

-

equipment.

i
i
|
|
|

12:56 FH P

IO3
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16 AD PARAGRAPH 7

16.1. Dr Anderson has now had a number of occasi&ns to examine the
probabilities of the case in order to put forwdrd a theory which
contemplates the probabmtles and the facts of‘ this matter. It is
clear, both having regard to his expert summéry and to his two
latest theories which I have dealt with prewouﬁ!y, that he still has

not acquainted himself with the facts. A proces(llt of speculation can
hardly assist this Honourable Court in coming to;a conclusion where
the basis of such speculation is remote fromii the facts and the

It
&

probabilities.

i
il

4
16.2, Dr Anderson does nok disclose what informatio@ is lacking. A very

full description of the computer systems, the functions and

operation is contained in the Plaintiff's expert sdhmaries.
17 AD PARAGRAPHS 8 AND 9

17.1. 1 fail to see the relevance of the Halifax Buildif'\g Society case. It
was, first of all, a criminal prosecution of whnchg the Halifax Building

Society was the complainant. The Building Socbety refused to allow

."

il

its security to be compromssed by the deferjce and it was this
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17.2.

17.3.

18 AD PARAGARPH 10

18.1.

18.2.

FAX HO Z3I72518 25 SEF.1382 12:57 FM F zZ9

» JoS

refusal per sé that lead to the dismissal. There §s no indication that

the integrity of the computer system in use by{i Halifax was tested

evidentially or was the subject of any finding by}(che Crown Court,

i
J
Again, however, one is confronted by broad g&nerahsations made

by Dr Anderson in relatlon to “phantom w;thdr%wals” and certainly
he has established no basis for the admissiog‘, I am advised, of
other incidences. There are certainly different}acts in those cases
and there is no suggestion as to what systeitns were utilised in
3

relation to those transactions.

i

Or Anderson is unable to give any examples of‘fthe RACALS or IBM
|

4753/4755 HSMs being successfully attacked \A’jihilst in operation in

a commercial environment. : i

I fall to see what parallels there are between the present matter

and that of the Halifax matter.

It is not clear to me the point that Dr Andersdn is making. 1s the
K

suggestion that this Honourable Court shoulij stmply accept his

expertise because his experience is “much bro"der and deeper than

[
i
{
!
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18.4.

18.5,
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Mr Gibson’s” and because he is "the author of pe main articles on

the subject” and, if this is the case, he will hot then give the
i

evidence? H

What, however, emerges from the evidence thst he says that he

will give is that he does not need access to an}Y of the computers

which he wishes to examine in order to express éHIS views,

IBM 4753 is the

As was pointed out in the founding affidavit th
HSM which houses the 4755 which is a cryptogriphic adaptor card.
The Plaintiff does not baldly claim that the 4?1153 is different but
only that the 4753 is not the precursor to the 47‘%8 as suggested by
Anderson. It is then a very simple matter forjthe Defendants to

demonstrate, if they can, that in fact what Dr Apderson says in his

summary is correct namely that the IBM 4753 w{tas the precursor to
the IBM 4758. One can imagine a number of Ways of effectively
rebutting Plaintiff's evidence as it is simply a qu&staon of fact. 1tis
a fact which can be ascertained from IBM w. hout any difficulty

whatsoever. '

i

tl
1

Again I do not understand Dr Anderson’s viev} in relation to the

RACAL RG 7000. The expert summary of Bond §s to the effect that

the RG 7000 was sqsceptible to an attack bl.# that it had been
i

i
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18.6.

18.7.

19 AD PARAGRAPH 11

FAX HO 3372516 25 SEP.1982 12:52 FM P 22
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corrected. Accordingly the question is not whellher the RACAL RG

!

7000 is subject to attack but whether, at{the time of the
transactions, the software had been updated.

i
It is again significant that Dr Anderson delibefately moves away

from the facts and does not answer, as he cdnnot, the question

why any of the RACAL HSM's are relevant an: consequently, yet

again, his hypothesis resides only in a vacuum.

it appears that Dr Anderson has been giverfi other information

which he does not disclose when he alleges thgt this matter is not
isolated. He is corred, and I annex hereto ma;:ked “"R1" a copy of
an affidavit deposed to by RAMESH SINGH on %’1&' 7™ August 2002
in which he admits to committing a fraud. It iriiibolved the Plaintiff,

the same ATMs were used and the PIN was

Pought to be issued

only shortly before the transactions took place if§ London.

I am advised that the test of the “appropriate burdeipa” is inapposite and

that appropriate argument will be addressed at the h%aring hereaf.

20 AD PARAGRAPH 12

MO = = 0 e

P —

Jo7
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20.1.

20.2.

21 AD PARAGRAPHS 13 AND 14

21.1.

21.2.

FAY HO 3372516 25 SEF.1982 12:5% PN

F 23
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i

It is extraordinary that, having spelt out in detaili o Dr Anderson the
facts of this matter, namely, that the RACAL HSN‘S could not have
d

been attacked and the First Defendant's PIN divulged simply

because the First Defendant’s PIN only paf ed through them

subsequent to the first transaction taking pldce, he makes no

1

attempt whatsoever to demonstrate to this Hon{)urable_ Court what
J

the relevance is of the experiment which he w" hes to subject the

f
'

RACALs to.

The PIN is not maintained in the United Kingdc%;n and “Diners UK"
cannot from its offices in Farnborough accessjgthe PiIN. There is
network security in place. The RACALS in t';e United Kingdom
which he wishes to examine are merely transifitors i.e. they pass

the information on.

Dr Anderson has been given ample opportunity o apply his mind to
the facts and neglects to do so. He simply d;fg:es not explain the
relevancy of the RACALS,

;
The examination which Dr Anderson prodpses is, in itself,

irrelevant.  As mentioned earfier, the HSMs]have to be in an
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21.4.
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authorised state. A person wishing to extract}information would

have to have broken the LMK’'s which nobo has successfully

done. Accordingly, what Dr Anderson is sugfesting is that the

HSMs be given to him in an authorised state orgthat the HSMs are
shut down and taken off line. In either case, tlﬁe experiment does
not emulate what had to have happened, Jh his theory, and

accordingly, even if the experiment was succes§ful, does not prove

that a person in the employ of one of the

access the information.

If the suggestion should be made that this fra‘udulent person had
access to the HSMs in an authorised state, tI-L simple answer s
that it could not have happened as it requ:reg. the coincidence of
two smart cards or passwords held by differént people and the

transactions would be logged.

Dr Anderson’s approach does highlight, howevqr the consequence
of his experiment. The shutting down of the HSMs would mean
that as long as they were being expenmentecéi on no transactions
will take place. All transactions will stop altog%ther. The computer

systems have back-ups for the very reason thét it is necessary to

guard against a computer gaing down. Conséquently the risk of

/o9
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having no back-up whilst Dr Anderson al

experiment is not one which can or will be taken

)

l

i
For the same reason as 1 have stated prevl%usly there is no
relevance of experimenting with back-up equipl ent as it will not
show how the person was able to break the LMK:1 The back-up unit
is as much part of the system as the producthn unit and neither
The Standard Bank of SA Ltd nor Diners Club Ir:yjtemational Ltd, its
subsidiaries or associated companies will a&ow them to be

i
]
i

experimented on.

The Defendants have not sought to examine th& IBM 4755 and as

we understand Dr Anderson he takes issue with ﬁond that the 4755

was the precursor to the 4758. One would h&ve thought that it
!

would have been a simple exercise for Dr :Anderson to have

established whether he or the Plaintiff is correct fIn relation to this.

;
1
t&
'

22 AD PARAGRAPH 15

22.1.

I
Il
a
I

It is again extraordinary that Dr Anderson has not addressed
specifically which equipment he is referring to' The Plaintiff has
been at pains to indicate what equipment is eﬁ&ant and what is no

d
longer in use or available for examination. A bald statement that

his associates

@B PM P 25

s,
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23 AD PARAGARPH 16

23.1,

M
4]
0

FAX HO 3372518
23

they intend to use “& similar procedure” tells Jone nothing as to
what examination they intend to conduct id relation to that

equipment or even, for that matter, address the relevance of the

particular piece of equipment with regard to the facts of this case.

DOr Anderson’s approach to the matter is demor;ﬁtrated by the use

of words such as “destroyed” suggesting that th% respective parties
|

actually and intentionally “destroyed” the equipmient. This is simply
ft
*v

I

not correct and is inﬂa?cionary.

B e 2 s e

[ do not understand Dr Anderson’s views in thifé regard. It would
seem that what he expects is that the Plaintiff wiéo is not in control

and possession of any of the computer systems Which he wishes to

examine, if it cannot persuade The Standard iﬁank of SA Ltd or
Diners Club International Ltd, its associates i)r subsidiaries to
provide tHe eqguipment, to purchase the compute?r systems in order
to facilitate his tests. The unreasonableness fpf his attitudé is
highlighted by the fact that not even now for t+ purposes of this
application has he addressed his mind to the proigabllitles which are

prevalent in this case as distinct from a purely rf&fypothetical attack
i

against various computer systems which cannot dffect the outcome

EF.1982 A1:88 FM F 24

/
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of the case. Employees of those companies§ that possess and

control those systems are maligned by him withbut there being any

!

probable foundation in respect thereof.

It is also clear from the expert summaries mfid on behalf of Dr
Anderson, Clayton and MK Bond that indeeéj the RACAL, for
instance, as well as the VISA HSM and IBM p?oducts must have
previously been made available to them for te#ing otherwise it is
difficult to conceive on what basis they make éﬂe comments they

have. Indeed, Dr Anderson concedes that he’ﬁ is able to acquire

equipment from IBM,

It is interesting, however, that it would seem th§t Dr Anderson and
the Defendants have made no attempt whats ver to obtain the
computers in question for the purposes of his ex#eriments.

i

Dr Anderson does not disclose anywhere wgwy he needs the
mainframe computers or what experiments he E*ntends to conduct
on them. In order for his experiment to havé,: any relevance he
would first of all have to breach the security ';frvhich protects the

systems, In the case of The Standard Bank of‘i SA Ltd this would

mean breaking “Top Secret” and “SOBR”, Dr %‘nderson does not
i

t
5

suggest that he can dq this.

&
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!
23.5. One of the fundamental mistakes that Dr Andeirson makes is that
. v
¥
he treats individual components of the system ir isolation. Whereas
it is the working of the systems in their entirety that is significant.
There are security systems in place which protect the operation of
the systems and prevent the sort or attack that Dr Anderson is

suggesting might be successful.
24 AD PARAGRAPH 17

24.1. Anderson highlights one of the very difficulties with which the

&
Plaintiff is confronted., Whilst it is correct’that the systems

employed are very expensive, Anderson would,f: nevertheless, have
The Standard Bank of SA Ltd and Diners Club Iryiternational Limited,
its subsidiaries or associated companies makepf;? same available to
him and his associates so that he can experin‘igt;ent therewith in an

attempt to explain theories which are completely divorced from the

probabilities of this particular case.

24.2, This paragraph shows Dr Anderson’s: intent, namely

i

experimentation, which he will carry out in tﬁe hope that it will

provide some explanation for the ATM transactions forming the
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25 AD PARAGRAPH 18

25.1.

25.2.
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subject matter of this action. I again refer tq what I have said

previously. §

e

s I

¢

Clearly, Dr Anderson has misunderstood what h%s been said in the
founding affidavit. The state or condition of mo%t of the equipment
on the facts of this matter is irrelevant, 1 relteréte that there is no
suggestion that the components to the systemi?é were not working
and consequently the state or condition of that %quipment is not in
issue. The question is only whether a generic ;ttack on the items

will succeed. )

{

Furthermore it seems now that beyond examiging the particular
items in question Dr Anderson wants to consliier holistically the
access control and management of these compt,fijter systems which
has not been and cannot be asked for in terms;;é of the Rule 36(6)
Notice. No one person has or will ever be given%'iend-to-end access

!

to the various computer systems for obvious reasons.

25.3. 1 do not understand the last sentence in this par?graph.
4

26 AD PARAGRAPH 19

Iy
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26.2.

27 AD PARAGRAPH 20

27.1.
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i
r

i

It is correct that neither The Standard Bank oif; SA Ltd nor Diners
Club International Ltd has “spare cryptographic};rocessms". There
are back-up systems, providing test and disaier facilities, which
are part of the operating systems of the Bank and Diners Club
International Ltd and cannot simply be hived off so that they can

be experimented on by Dr Anderson and his assbciates.

&
M

If the production system goes down the back-ﬁp system must be

immediately available,

mmuedmam T e

It is clear that Dr Anderson is not a banker a@d simply does not
have the requisite knowledge to make the s*;f:atements that he
makes. The Bankers in South Africa and in t‘z;‘ne United Kingdom
have adopted a Code of Banking Practice whiciﬁ, I am advised, is
consistent with the legal requirement that the Qank preserve their
clients” confidentiality. It is not a question whe?;her he is prepared
to keep information confidential but the obligatéon which the Bank

owes its customers.

5
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28

th Africa and the

27.2. The Data Protection Act is not applicable to Sd
equipment which Dr Anderson wishes to exarine in the United
Kingdom is, in any event, irrelevant on the facts i}f this case.

:

27.3. An order by this Horourable Court requiring dr Anderson not to

disclose any information would not be effective bs he is resident in
the United Kingdom and has indicated that he will not come to

South Africa.

Ry

28 AD PARAGRAPH 21

28.1. The non-disclosure of information concerning the design of the
products has not been discredited. Once inform?ation of this nature
enters the public domain it is much easier for a would-be criminal
to devise schemes to abuse it.

28.2. IBM and RACAL do there own research and dd;velopment and do

not need to rely upon the likes of Dr Anderson td assist them.
!
29 AD PARAGRAPHS 22 AND 23

i
I fail to see the relevance of the suggestions he is maklhg here.
i

|
i

/A

¥
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30.1.

30.2.
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!
W
n

The Record at page 287 is incorrect. Refere%ce was made to a
page out of the RG 7000 manual and not to i’G 75", One would
have assumed that a person purporting to have the expertise of Dr
Anderson would realise that there had been a’; mistake and have
made the necessary enquiries. The page of th¢ manual was given

to Lane by Bonfrer during cross-examination of Gibson, and is not a

manual which is in the Plaintiff's possession.

Unfortunately Lane did not have the correct Infbrmation at hand in

i

relation to the franchise. The Standard Bank ?I.td has never held

the franchise for Diners Club. The franchise has always been held
by Diners Club SA (Pty) Ltd. In this regard I annex hereto marked
"R2" a copy of the first page of the first Fr%mchise Agreement

i

concluded between the Plaintiff and Diners Clubflnternational Ltd.

30.3. There has never been a dispute that The Standard Bank of SA Ltd

generates and issues the PINs for Diners Club SA (Pty) Ltd but it is
not an agent in the strict sense of the word. It acts independently

and provides a service for Diners Club SA (Pty) Ltd

X4

T,
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The Defendants have at no stage disclosed whag the relevance is of
|

the Diners Club Franchise Agreement. Not eve‘ﬂ in this application

has such relevance been disclosed and one canhot imagine how it

would assist Dr Anderson in his testimony,

31 AD PARAGRAPH 25

31.1.

31.2.

31.3.

The Plaintiff has had extreme difficulty In ob;aining information
from The Standard Bank of SA Ltd and Dinersf Club International
Ltd, its subsidiaries and associated companiesgi particularly where
such information is of a confidential nature 065 might in any way

compromise the security of the various institutions.

It is one thing, however, to obtain informatidn which does not
compromise security its altogether another to ilrequire a Bank or
credit card institution to make its computers available for an
examination which would or could compromise its security.

I know of no incident where one Bank has fésuccessfully asked
another Bank to allow its computer systems to'_:be subjected, end-
to-end, 0 an examination and It is extraordinaﬂfi« that Dr Anderson

suggests baldly that it has happened without gjiving any concrete
examples thereof. In fact in the only exan?ple quoted by Dr
:}I!
,‘

b
}

’

I3

WO
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Anderson, the Halifaxj Building Saciety was pre"ared to allow the

!
criminal case to be dismissed rather than supply confidential
I

hi

information which would have compromised its s&.‘curity.

The Plaintiff is unable to make available fcér examination or
experimentation any systems which are owneéﬂ or controlled by
third parties. It certainly cannot compel The St%mdard Bank of SA
Ltd or Diners Club International Ltd, its subsidii&ries or associated
companies, to open their systems for the Defenciants’ experts in an

action to which they are not parties.

32 AD PARAGRAPH 26

i
I
il

It is significant that Anderson has not dealt with tlf}e need for further

particulars or documentation whatsoever which, aé stated previously,

§

having regard to the request for particulars, céihnot arise out of

anything that he might require.

33 AD PARAGRAPH 27

33.1.

In the light of the allegation that the 2620 is irrelevant Anderson

does not take this Court into his confidence in establishing why he

suggests that the 2620 is indeed relevant. Fufthermore, he does

2 81:83 FM o4

"
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32

not heed the fact that the 2620 is no lohger available for

!

inspection, ;

T

The 2620 has nothing to do with the issue or geheration of a PIN.
Whilst it is correct that an inappropriate dis{flosure of the key
material facilitates forgery of credit cards, this ls only relevant to

point of sale transactions. This matter does nd}t concern point of
4

sale transactions.

34 AD PARAGRAPH 28

Dr Anderson attempts to side-step the issue. Eitherfthe 4755 was the

forerunner to the 4758 or it was not and that would be a simple fact for

him to establish.

35 AD PARAGRAPH 29

35.1.

Anderson has not applied his mind to the facts. There is a
fundamental basis upon which the criticism was made namely,
whether upstream or downstream, the PIN and ;PAN never entered

the systems of LINK, TNS and “Diners UK" before the first

transaction took place.

[0
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35.2. Conducting experiments on the computer systenfs will not, even on

H
Dr Anderson’s version, in any way contribute '?ko the opinion he
expressed in relation to MAC verification. It iS' a matter of fact,

either it was done or It was not.

36 AD PARAGRAPH 30
p
Dr Anderson has again demonstrated in this affidavit th‘%at the basis for his

belief is suspect.
37 AD PARAGRAPH 31

Bonfrer does not state that the PINs are stored in tha United Kingdom.
However, as a matter of fact, the PINs are stored in Gérmany and not in
the United Kingdom. Diners Club UK Ltd is an entirely :;different company

to Diners Club International Service Centre.

i
i

38 AD PARAGRAPH 32

Again Dr Anderson has demonstrated that he Iacl{js objectivity and

independence, both of which qualities this Honourable ¢ourt will take into
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_account in assessing the extent to which his testimony will assist in

¢
4

coming to a just and proper determination of the mattér.

b
i

39 In the circumstances the Plaintiff persists in its prayer for refief,

D\

\ oEpcH

DEPONENT
THUS SIGNED and SWORN to at ’/_/t oo - = on this the

2¢"day of September 2002 by the deponent who has ‘read, knows and

understands the contents of this affidavit, who has no objection to taking the
prescribed oath and who considers same to be binding on his conscience.

" BEFORE ME,

COMMI }BNER C’)I'?AIHS
[/ (**/s vt
5 FU
* JOrANNESBURD SENTRAAL
2002 -09-25
JWNNESEJRGCENTRAL
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1L
RAMESH SINGH STATES UNDER OATH IN ENGLISH : ' .

[ arn an adult male with 1d. No. 4906123093053 residing a1 69 Bailcy Road, Durban North
Occupicd as a restaurant awner at Club Restaurant, 232 Effingham Rd, Effingham Heights.
Tel no. 5637625, ‘

“

In June 2000 1 receive a phone call from my sitamney Kassim Seeda: whom 1instructed o
collect my rent money. He asked me iF1 had 8 Diners Club Card. Kessim told me that he's
got & triend by the name of Samuel Bernard who has a friend inLor don who will make money
available to bring into South Africa illeually and ssked me if it was okay if Barnard can contact
me 1 told him that it would not be a problem, not knowing what this all entaited.

1

The same day 1 received a phone call from Bernard. He told me that he can only get moaey ta
South Africa via a Diners Club Card. 1 rold him that we can meet a: Kamsim’s office tof 1
wanted him to be present when he telis me how the scam waorks.

4,

The next day wa met at Kassims office at the corners of Crosd Street and Prince Edward
Stract. 1" floor C.N.R. house, I.N. Singh and Seedat. The only people present was rysell,
Kassim and Bernard. I sskad them (o explain the story to me. ‘Bernard paid that he has a
friend working in London that can make money rvaileble which e¢en be drawn without any
rrace, | asked them how that was possible. He told me that it would be money that people
don't claim fuor eg. Old accounts that still had money in it. He also told me that the only way
he could withdraw the maney would be by means of the Diners Club Card. 1 asked him if
thare would be any records and if T would be implicated in any way, He assured me that it will
all be sorted out in L.ondon, for he knows some people in London and that it will never coine
to South Africa. | asked him what my portion of the deal would be ss he made it clear that
money would be withdrawn and that | would get some amount from the transaction. He told
me that he would give me 100 000 pounds in cash. He would leave on the Thursday, artive
ot the Friday and teturn on the Monday and he asked me to get him from Durban
Internacional at 07:30 as parc of the arrangements, 1 was surprised nt the emount and ssked
him how much he would be making, and he 1old me not 1o wotry about the amount they make
but that 1 would definitely make 100 000 pounds. I asked hirt who was going ta pay Seedat
his cut and what amount it would be, and he rold me not to worry about Seedat, that he would
sort Seedat out,

S.

| was very tempied by the amount and pureed to hand my card over to Bernard Afier
handing it to him, infront of Kassim, he asked me if I knew my pin number. [ told him that
I've neve: used my card in an ATM machine before and therefore do not knaw the pin
numbar. He told me that 1 should go to the nearest Standard Bank to get the pin number and
that he wouid come (o me at a later stage to collect the number from me. He kept the card

with him, .

W
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earest Standacd Bank which was Briardene and l'fLWas referred to the Greyville
ber. After ] received the pin, I went bhck ta my restaurant where |

'
r.

6.

1 went to the n
Branch to get my pin num
continued work as usual.

7.

Bernard came to me joter the same day and asked me for my pin number. When he arrived
thera he was sccompanied by his son. He told me not to worry about his son being there for
his son is akay and that he is the one with the contaet in London. T was still under the
impression that he would be the ane going to London and that 1 had to pick him up from the
airport. T gave him the pin number. He went to the ATM suachine down the road and came
back a few minutes later. He tald me that 1 atill owed money oh my Diners Club Card to the
amount of R 1218-74. He nsked meif'| had money to settle this amount immediately for it is
neccssary ta have e clear gectlemnent before he goes 1o London with the card. He then lefi and
gave me a number to phone him as soon as v is settled. [ confifmed that | had the money
available. 1 then went to Briardene branch and seuled my accaunt. leaving the Diners Club

Card with him,
8

Afiar I made the deposit | phoned hitm and told him that the account is sextied. He told me to
phone Diners Club for it 1akes up 1o 24 hours to gettle the account on computer and he needed
the account to be settled immediately. He also told me not to forget to report ry card stolen
on Monday moming. [ phoned Diners Club and requested them to clear my account, but |
was told that it would take up to 24 hour and that there was nothing they could do to serttle it
immediately. 1 phoned Bernard and told him what they have tald me at Diners Club. He told
me that it was alright and that 1 should pot wony about it. but that T must not forget 10 pick
him up from the airpon the following Monday. 2000-06.26.
| Q.

never heard from B : ) :
sirport at 07-30 10 pi:‘r(ns;dr:iz:r::mer the weekend. On the Mondny morning |

; . ' p. { waited for ab g L went 1o the
sign of him. 1 decided to go to my G ot out an hour and a half and there was
of their numbers on me at the tst l‘”ey street office and phone Kassim for I didn™t hav na
hud heard from Bernard. His reply to ?}?ﬁt P office and phoncd Kassim, T asked h?mui;::
him and if he could phone hi $ was negative. [ Asked him he has his number an

m. He told me thst he would give Bernard a call right away

About ten minutes later |
- phoned Kassim agai L
nformed me chat the phone was just rinsi:g.am and asked him if he got hold of Bernard. He

10,

I then went to m :
¥ restaur :
dated 2002 ant and phoned Diners Club to stop the card. This was gt 12:18

-06-26 w ] i
ag,un' hen the catl was ]Qgged at Diners Club. | never heard from Bernard




FROM THRICA EBIOWES FAX HO 237518

25/,00/02 09:22 FAX 787 2541 _ TARICABOWES
iy No.Zof Uo.Ud. ud 12749 i

B1:B8 FM P 48
wy =y

FHaE 3
-

125

11,

A few days later I received an sccount from Diners Club stating that | owed them R 35138.07.
| immediately went to Kassims office and requested him to get me out of the debt as it was
due 1o him ther T landed up in the debt in the first place. 1 rold him to get hold of Bernurd 1o
settle the debr. Kassim immedinely started legal proceeding against Diners Club disputing the
debi. To date | never received any account from Kaasim regacding his involvement
congeming this matter. ‘

1 know and undervtand the contents of the above atarement.
1 have no objection in raking the prescribed oath.
I consider the prescribed oath to be binding on my consclence.
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I know and undermand the contents of this siatement .
I have no objections to taking the prescribed cath .
T consider the prescribed oath binding on my cansgience .

DATE 7 a

TIME ! H é@ l: |
PLACE i 12010401\ DEPONENT :#%_‘_

1 certify that the sbove statement was taken by me and that the deponent has acknowledged
that ho/she knows and understends the contents of the above stdtemant. This statement was
sworn/aftirmed to before me and the deponents signature/mark/thumbprint was placed thereon

in my presence, at Dudan on Ay oy~ et (L: 3

%Aa/‘ sty bne—

COMMISSIONER OF OATHS

RANK

FORCENO | _ Oyl

L. eé'\r\q\-\ccr\n .
FULL NAME AND SURNAME
SYNEIGATE FRAUBUNIT  Comnnerciad Eanch~
PROJECT INVESTIGATION TEAM
234 FLOOR
JOHN ROSS HOUSE
DURBAN

SOUTH AFRICAN POLICE SERVICE
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O THRIS LTGTEE W pade
T tnds ™ 0 day of  Tduays 65, among DINERS' CLUB t

INTEZRNATIONAL LTD., a corporation orgabized and existing unde:

fy

and by virtue of the lewu ol the Deminion of Calada, having az

L. "o eSiriea at 80 Réchomond Streat VWest, Toxruante 1,Canada

—— i — e e et e — =

(here;naftor gometimes rezevred'to as "International"),

THER DINZRS' CILUB, INC., & corpo*aticn organized and existiag
under and by virtue of the laws of the State of New York,
having an oifiéa at 10 Columbuas Circle, New York, N.X.
(hereinafter sometimes refarred teo as "Diners") and TEE

: nnr;zs'cmm sot}'m A.:'?.ICA (Paomzmr) LI YED wm:se aac_.ass :

at Cavendish Chanbears, Jeppn Etreet, Johannesburg,3outh A4 icr
(hersimafter referred to as "Franchisse")

WEEREAS, Internmational bas been authorized by

- :ff . Tke Diners' Club, Ine. te arrange forx the licensing of cinars
.LJ ‘o operats a c¢redit card business under the naza of fmnog!
) Ciub in ﬁu&ape,_ksia, Africa, Ausiralia, South Amsricn ond

g ethery tarritories odtsi¢o the North Amecican centvinent; --; ’
~ | o ' WEERBAS, Internationsl has the apility to

furmish various typas of assistance and services to persons

operating ecredit card businesses in the territosies depcriled

-~ above; and

WELETAS, Franchisee 15 al-eady opsrating wiliin
_thne Territory rceferred to belov & franchlse (ne-einarier

referred %o as “the pre-existing Francaise") gozated oy

Intermational

WHEZTAS, Franchigee f{g desirous of comtinuing

K

its credit card business 1o the Republie of Boutlh /ffzica exd

)

South Wast Afrilica, Hotswane, DLesotho end Swazilaad

(a2l ©£ guch count-ies belng hereipafter called "the Terrlicl:

vodes the nara of Diners! Club aznd continuisg Tto obdreiz e
. . &

savices and sAsistance of Invermatioaml in cenmacsio:n

-

e o ’ .
Trarawlil ena - : /2
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